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Start the vehicle 



Retrieve system's clock reading (Hour, Minute, Second, Date, Month, Year) 



Sensors capture and digitize vehicle's parameters values, such as location (Ig, If), 
speed (V), distance to the vehicle in front and fuel consumption 



Send vehicle's measured parameters values to the vehicle computer system's CPU 
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Store vehicle's measured parameters values in the operating (non-volatile) memory 




Send Data Accumulated in the Operating Memory to the CPU 
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CPU receives the accumulated data and computes a SHA-1 hash value of the data 



CPU sends hash value of the data to the cryptographic co-processor for encryption 



Cryptographic co-processor retrieves a private (secret) key from the non-volatile memory 
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Cryptographic co-processor encrypts hash value using any of standard digital signature 
algorithms (DSA, RSA or ECDSA) and the retrieved secret key 
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Cryptographic co-processor sends the value of the digital signature to the CPU 
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CPU forms a file consisting of accumulated data and the digital signature and directs CD writer to 
write the data together with its digital signature onto a CD or other recordable storage 
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Vehicle owner or its operator enters into the vehicle's computer a password and the 
index oHhe data that he/she desires to retrieve 




FIG. 3 
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A clerk or another authorized by judicial or financial authority receives CD/DVD (or 
other computer readable medium) with recorded data 



CPU retrieves the data from external source and displays it on the monitor 
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Clerk enters the desired date/time stamp 



Computer retrieves and displays and/or directs a printer to 
print the retrieved data 
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A clerk or another authorized by judicial or financial authority receives CD/DVD (or 
other computer readable medium) with recorded data 



Clerk enters a password and the system retrieves the (public) key matching 
private or secret key that has been used to compute digital signature by the 

vehicle's computer system 
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Clerk enters the desired time period (week, month, year) 




\ 


\ 


a* 




Judicial IT system computer retrieves geographical or 
financial database containing roads coordinates, speed limits 
and other regulations (Rules Database) 





Judicial IT system computer retrieves vehicle's performance data from CD/DVD 



Judicial IT system computer retrieves vehicle's performance 
data from CD/DVD 
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Judicial IT system computer checks vehicle's location, speed, and time 
data against Rules Database and displays all found discrepancies 
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